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Introduction  
 
Green Screens Mobile is set of features and applications to enable use of Green Screens Terminal 
with Android based devices.  
 
There are two options available: 
 

¶ Mobile application for Android with Barcode Scanner add-on 

¶ Web browser access with support for keyboard less devices like MS Windows / Linux Tablets 
 

Both versions support the same touch gestures. Additionally, mobile application support optical 

barcode scanner, session resurrect mode and modernization feature. 

 

NOTE: Mobile application is free of charge, however in some licensing options charges might apply 

for Green Screens Barcode Scanner add-on. 

 

Mobile Application Features 
 
¶ Full SSL support including client certificate  

¶ Custom 5250 terminal virtual keyboard  

¶ Barcode scanner with dynamic recognition box 

¶ Macro recording & playing 

¶ Modernization UI integration 

¶ OTP Token Authorization 

¶ Portrait and landscape orientation 

¶ Printing integration with POS Ready integration 

¶ Reduced rendering for small factor screens 

¶ Sign-on configuration save 

¶ Session recovery  

¶ Terminal pinch zoom and dynamic scaling 

¶ Text Viewer with paging 

¶ Themes support 

¶ Virtual printer with TXT & PDF drivers 

 

NOTE: Client SSL is supported on Android 5 (Lollipop) and newer.  
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Quick Start 
 

To use Green Screens Terminal Android device must be connected to the wireless or mobile network 

and to have an access to the Green Screens Remote Terminal Service. Access to IBM I must be 

configured at Green Screens Terminal Proxy Service for mobile application to be able to establish 

terminal session. 

Terminal Keyboard 
 

After installing Green Screens Terminal Android application, new Android Virtual Keyboard becomes 

available in system settings. This is custom tailored virtual keyboard to support special 5250 terminal 

keys.  

Terminal keyboard activation 
 

5250 keyboard has to be enabled in Android Settings -> Language & Input. After enabling keyboard, 

start Green Screens Terminal Android application and switch to 5250 terminal keyboard by long 

pressing space bar, config key or key with three dots. This action will show up keyboard selection 

window.   

NOTE: Some virtual keyboards use other keys to popup keyboard selection. 

1. Go to Settings -> Language & Keyboard, press Current keyboard then Choose Keyboards 
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1. Enable 520 keyboard, return back then press Current keyboard and choose 5250 Keyboard 

    

 

Support for RTL languages 
 

Terminal 5250 Keyboard supports multiple languages. To support RTL language, select for example 

EN and IW input language in keyboard setup option then do a swipe gesture on spacebar to switch 

language and keyboard layout.   

When switching to RTL language, cursor in current terminal field will automatically switch to RTL 

input mode. Swiping back to EN language for example, field cursor will switch back to LTR input 

mode. 

Terminal keyboard options 
 

By clicking on  key popup with options will show up. Select 5250 keyboard options to enter 

keyboard configuration. 

Keyboard support 3 color schemes: 

¶ Dark 

¶ Light 

¶ Transparent 
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Service Setup 
 

Green Screens Terminal Mobile connects through Green Screens Terminal Proxy Service and thus 

requires URL address of Green Screens Terminal Proxy Service. 

To configure remote service, tap on configuration icon at upper right corner on login screen or on 

configuration icon on bottom. Open General Settings -> Service Address. After entering proper URL 

address application is ready for use. 

NOTE: IPv6 link-local address is not supported (starts with fe80::) 

NOTE: IPv6 format is http://[IP_V6_ADDRESS]:PORT 

There are three ways to configure remote service URL: 

¶ Manual entry at Remote terminal service URL option  
 

¶ Auto configuration by auto discover on local network. (will be started only if URL is not set) 
 

¶ Auto configuration by scanning generated 2D barcode  
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Printing setup 
 

To print from Android devices, Printer Service plugin must be installed. Green Screens Terminal 

Mobile have a list of the most important printer producers through Options->Printer page. 

As a default use Mopria Print Service which is product of Mopria Alliance for generic printing support 

in Android devices. 

NOTE: Use specific printer service for your printer manufacturer only if Mopria Service does not 

support your printer. 

NOTE: To print to POS, especially Bluetooth and USB-OTG connected printers use one of POS printing 

solutions combined with TXT printer driver and Share as Data or Share as File option. 

NOTE: To print to ZEBRA, install Zebre PrintConecet mobile application. 

NOTE: When HPT driver is used for printing, HPT Driver Codepage must be set to the same 

ASCII/ANSI code page set by *WSCST object on IBM I system. 
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Main Screen 
 

This is the first screen available when application starts. Screen contains two tabs: list of saved 

connection configurations and list of OTP User Tokens for access verification. First tab has two 

designs for better fitting to user preference and device compatibility. 

¶ To start terminal, tap on one of configurations (or registered OTPΩǎύ 

¶ To add new configuration press orange circle button 

¶ To edit configuration use long press or edit icon. 

¶ To remove configuration ς trash can icon 

¶ To remove OTP ς slide configuration gently to the left until pink background shows 

¶ To switch between tabs, press tab icon or swipe left-right on empty area 
 

   

Bottom screen contains toolbar with icons to access application settings, barcode scanner and 

application usage online manual. 

Barcode scanner (camera icon) support three barcode data types: 

¶ PDF417 ς contains encrypted URL to access 5250 terminals 

¶ QR-Code WTMA ς for web terminal authentication through mobile configuration 

¶ QR-CODE OTP ς to register OTP token into application  
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Connection configuration  
 

To login, minimum required parameters are: 

¶ UUID - user identification number 

¶ Host Name - virtual name of IBM I host configured at Green Screens Terminal Proxy Service 

By entering username and password, application will initiate bypass sign-on procedure with secured 

password exchange.  

If SSL is not used, it is recommended to use bypass sing-on feature as it will initiate 5250 password 

exchange protection protocol. 

In order to enable bypass sign on, remote system SYSVAL *QRMTSIGN have to be set to *VERIFY. 

Application will try to start printer session for printing spool files if printer name (OUTQ) is defined. 

NOTE: Printer might be unavailable based on misconfiguration at the server, already used by another 

session or previous printer session is not terminated properly due to connection loss.  In last case, 

use web admin page to terminate stalled printer session. 

NOTE: Client SSL is supported on Android 5 (Lollipop) and newer. 
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OTP Configuration 
 

OTP feature is OTP verification tokens generator used to access OTP protected online resources. OTP 

verification is supported for browsers and mobile application.   

¶ Web Terminal - if terminal is used from browser and protected by OTP, new prompt will pop-

up asking for token code. Enter generated OTP code matching UUID, Host and User to access 

web terminal. 

 

¶ Mobile Terminal ς when configuration is protected by OTP and if UUID, Host and User are 

saved in configuration, mobile app will search for matching registered OTP token and 

automatically add verification code without user intervention.   

 

Press orange button to add new OTP token and select option from the list. Token can be added by 

scanning generated OTP QR-CODE or by manual entry.  

NOTE: If mobile application does not have OTP for connection, popup box will show up to enter OTP 

from another device. 

NOTE: For manual entry UUID, Host, User and Token are mandatory fields. 
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Biometric Security 
 

Latest Green Screens Server and mobile application release supports biometric controlled access 

with help of mobile biometric features as fingerprint scanner or security keys as Google Titan and 

Yubico YubiKey devices.  

This technology is more advanced security feature which acts as replacement for OTP. Biometric 

device (smartphone) or security key has to be registered at the server. Once registered, mobile 

device will ask for biometric confirmation before accessing terminal session.  

Requirements 
 
¶ Android 7 or newer 

¶ HTTPS protocol is mandatory for service address 

¶ DNS domain name instead of IP address is mandatory for service address 

¶ Smartphone must have access to the Internet   

(FIDO2 specification for Android to verify signing application) 

Register Biometric device 
 

To register device with biometric security access verification, select Key icon from main configuration 

list or go to the OTP tab and click Plus button and select Biometric registration. Application will open 

registration form.  

    

Fill all data, then select action and click continue to start registration process. 

NOTE: Every uuid/host/user has to be registered on the server for biometric access validation. 

NOTE: Biometric features will be unavailable if older server version is used without biometric 

support. 
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By pressing Continue button, mobile application will request unique key from the server. Received 

data must be signed with biometric device. Android will ask for device type as a fingerprint, or a 

security key usually accessible through NFC, USB or BT.  

When authenticator (fingerprint in this example) is selected, popup box will show up asking to 

confirm action by swiping finger over fingerprint scanner.  

After successful confirmation, signed data is returned to the server to finalize registration process. 

    

 

Authorize with biometric device 
 

Before terminal session is allowed, smartphone will ask for biometric confirmation. Follow on screen 

instructions to activate biometric scan. 

NOTE: If multiple devices are registered as a smartphone fingerprint or a security key, Android OS 

ǿƛƭƭ ŀƭǿŀȅǎ ŀǎƪ ŦƻǊ άƭƻŎŀƭέ ŀǳǘƘenticator.  Security key will be used for only if local authenticator is not 

registered. 

NOTE: OTP will be ignored if configuration has OTP as a required security feature and biometric 

authentication is activated. As soon as biometric authentication is deactivated, OTP will become 

active automatically. 
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Using Terminal  
 

After selecting configuration at main login screen, user will be redirected to the terminal which will 

connect to the IBM I machine through our Green Screens Terminal Proxy Service. 

As IBM 5250 terminal is specific and have keys that are not available at mobile and touch devices, we 

have provided different UI options to create as best as possible user experience.    

 

Screen Options 
 

As many touch devices like tablets have orientation sensor, automatic orientation might not be 

always the best option so we provide feature to lock screen orientation in order to prevent constant 

screen image rotation. 

Option to lock the screen rotation is available at left slide menu. To show options menu, swipe from 

the left to the right.  

 

Touch Gestures 
 

To enable as best as possible user experience on touch devices Green Screens Terminal support 

some very usable gestures. Here is a list of all available options. 

To show options menu: 

¶ One finger swipe right - show left sidebar with options 

To use terminal scroll (page up/down): 

¶ One finger swipe down - initiate Page Down on subfile 
screen 

¶ One finger swipe up - initiate Page Up on subfile screen 

To popup 5250 terminal keyboard: 

¶ Two fingers swipe up on terminal screen 

¶ Long press on terminal screen  

¶ Use notification bar on the top right corner to show 
keyboard options 
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Virtual printer  
 

Our mobile terminal supports printing spool files to various formats. After releasing report from 

OUTQ at IBM I, watch at Green Screens Terminal bottom right corner for printing status.  

Report will be downloaded to the device when Green Screens Terminal Proxy Service process 

received spool file. This is mostly asynchronous process, time to receive spool depends on server 

load. 

To start / stop printer session swipe to the right to open left sidebar and press Printer button.  

¶ If there is no current printer session popup will show with entry field to enter printer name.  
 

¶ If printer session already exists, prompt to disconnect printer will show up. 

          

¶ Select one of available drivers for SCS spool files 

¶ Select printing mode 

tǊƛƴǘƛƴƎ ƳƻŘŜ ǎŜƭŜŎǘƛƻƴ ŘŜǇŜƴŘǎ ƻƴ ǇǊƛƴǘŜǊ ǎŜǊǾƛŎŜ ƛƴǎǘŀƭƭŜŘΦ άtǊƛƴǘ ŀǎέ ƳƻŘŜ ǿƛƭƭ ŀƭǿŀȅǎ ǇǊƛƴǘ ƛƴ 

raster mode. Mostly suitable for PDF, image or HTML ōŀǎŜŘ ǇǊƛƴǘΦ ά{ƘŀǊŜ ŀǎέ Ƴƻde is for raw print of 

spool data. Mostly suitable for TXT, ZPL or HPT drivers. Some POS printer drivers requires data to be 

sent as file and some as text content.  

²ƘŜƴ ǳǎƛƴƎ ά{ƘŀǊŜ ŀǎέΣ h{ ǿƛƭƭ ǎƘƻǿ ŀǇǇƭƛŎŀǘƛƻƴ ǎŜƭŜŎǘƛƻƴ ƳŜƴǳ ŦƻǊ ǳǎŜǊ ǘƻ ǎŜƭŜŎǘ ŀǇǇƭƛŎŀǘƛon to 

share printing data with. 

NOTE: 

In order to print from OUTQ, remote printer writer must be configured at IBM I server and PRINTER 

and OUTQ must be linked to the remote writer. For more information, please refer to IBM manual. 

If page breaks are not correct this is due to printer configuration at IBM I side. In order to control 

proper paging report line overflow must be configured. This requires custom WSCST configuration 

object to be set on OUTQ.  For more information, please refer to IBM manual. 
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Zebra Printer Support  
 

Green Screens Mobile application has a support for printing to Zebra printers through ZPL driver. 

Before printing it is advisable to set printer properties which can be found in printer technical 

specification. ZPL driver will auto adjust font size and positioning based on provided values.  

NOTE: Default settings will be used if values are note set. 

Printing to ZEBRA printer is possible in multiple ways: 

¶ ZPL Driver (preferred) 

¶ TXT Driver  

¶ HPT 
 

ZPL Driver (preferred ) 

 

Install Zebra PrintConnect mobile app (can be found on Settings -> Printing Preferences -> Printer 

Services). This is official app for printing to Zebra Printers. Use it to link printer to mobile device. 

Green Screens Mobile application will detect if PrinterConnect is used and automatically forward 

spools printed through ZPL driver to PrinterConnect for printing.  

 

ZPL Driver has 3 automatic modes of operation: 

¶ Standard spool will be formatted to UTF8 with ZPL commands for printing.  

¶ Standard spool with ZPL commands included in spool ς will be converted to UTF8 

¶ *ASCII spools which contains PDF will be converted to image and print as an image 

In a case when printer does not support UTF-8 encoding or some characters are not printed properly, 

one can use Raster Mode which will convert SCS Spool to an image for ZPL printing. This mode is 

slower but it will enable to print unsupported characters and wide spools with auto fitting to paper. 

Please note, print quality might be lower when printing text in raster mode. 

NOTE: When printing *USERASCII (with PDF data), raster mode will be used by default.  

TEXT Driver 

 

It is almost identical to ZPL Driver. Only difference is that ZPL codes will not be added to spool files 

and data will be printed in Zebra line printer mode. 

HPT Driver 

 

Host Print Transform is similar to TEXT Driver except data will be converted on IBM to ASCII/ANSI 

code page. Use HPT Codepage option in application settings to set default ANSI code page to the 

same value for proper printing. WSCST object has to contain specific ZPl commands.  
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Options 
 

To change ZPL printer options, go to Settings -> Printing Options 

¶ POS Raster Mode ς print SCS spool as an image  

¶ Printer DPI ς printing density in dots or DPI (6, 8, 12, 24 are supported) 

¶ Printer Width ς maximum paper width in inches 

¶ Printer LPI ς line spacing in dots (optional).   

¶ Printer Raster Compress ς for ZPL images use Z64 compression (disable if not supported) 
 
Example: If printer is 8dots/mm, to create space of 4mm use 32dots. (8*4=32) 
 
Example: If printer is 203DPI, to create space of 4mm use (203/25,4) *4 = 32 
 
NOTE: DPI = dots * 25,4; dots = DPI/25,4 
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File transfers  
 

File download and upload features are available from left slide in menu. 

¶ Tap on DOWNLOAD option to show 

download popup. Enter username, 

password and remote server file in IBM I 

IFS file system. For example, 

/tmp/save.savf. 

 

By clicking OK button, request will be 

sent to Green Screens Server. When file 

is prepared for download, application 

will be notified and download will start 

automatically. 

 

¶ Tap on UPLOAD option which will trigger 

system file selection. Upon selection, 

popup window will show up asking for 

username, password, target directory in 

IBM I IFS file system. 
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Using keyboard 
 

Android does not have full keyboard layout as standard computer. Some keys important for 5250 

terminals are missing. Mostly those are Fn keys, Field Exit, Reset, Page Up/Down. Because of that 

shortcoming we implemented custom virtual keyboard with 5250 required keys. Still, some users 

want to use default Android keyboard and being able to work with 5250 terminal. Thus, we enabled 

couple of options for user best preference. 

1. Use standard keyboard with 5250 key-bar 

2. Use standard keyboard with switched enter key 

3. Use application provided virtual keyboard 

4. Use popup window with 5250 keys (Volume Key access) 

5. Use USB/ Bluetooth attached keyboard or docking pad 

Enable key-bar 

 
When in terminal session, slide in from the right edge of the screen to open sidebar menu. Enable 

ά{ǿƛǘŎƘ Key-barέ ƻǇǘƛƻƴ ǘƻ ǎƘƻǿ рнрл key-bar on top in portrait or on the left side in landscape 

mode. 
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Switch Enter key 

 
.ȅ ŘŜŦŀǳƭǘΣ ά9ƴǘŜǊέ ƪŜȅ ōŜƘŀǾŜǎ ŀǎ άCƛŜƭŘ 9Ȅƛǘέ рнрл ŦǳƴŎǘƛƻƴΦ ¢ƻ ǎǿƛǘŎƘ ƛǘ ǘƻ рнрл ά9ƴǘŜǊέ ŦǳƴŎǘƛƻƴΣ 

Ǝƻ ǘƻ YŜȅōƻŀǊŘ {ŜǘǘƛƴƎǎ ŀƴŘ ŜƴŀōƭŜ άwŜǾŜǊǎŜ CƛŜƭŘ 9Ȅƛǘ ŀƴŘ 9ƴǘŜǊέΦ 
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Enable 5250 virtual keyboard 

 
Our mobile application has two 5250 virtual keyboards (legacy and modern).  They must be enabled 

in Android settings.  Go to Keyboard Settings -> Manage Keyboards and enable 5250 Terminal 

Keyboard. 

NOTE: In Android, there is no keyboard per application. If 5250 virtual keyboard will be used only for 

terminal app, switching between different keyboards are mandatory. Depending on Android, for 

some devices it is long press on space bar, on other devices there will be a keyboard icon in the 

bottom right corner. 
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Using Modern Keyboard 

 
New Modern Keyboard is optimized for small screen devices. It is generic Latin keyboard with 

alternative layout for one of supported languages: Arabic, Greek, Hebrew. Select alternative 

language in keyboard preferences and switch by pressing Globe icon on keyboard. 

Keyboard support Enter as 5250 Enter or Field-Exit action depending on shift state. There is an option 

in Keyboard settings to reverse Enter/Enter Shift action. When enabled, Enter Key will be Field-Exit 

and Shift Enter key combination will be 5250 Enter action. 

Special Fn layout is available by pressing three dots in bottom of keyboard. This layout enables usage 

of function keys in Android and Alt/Ctrl key combinations for various 5250 actions. 

 

Available actions: 

¶ Attention ς ATT key 

¶ System Request ς Shift + ATT 

¶ Screen Reset (unlock) ς RST key 

¶ Screen select ς Shift + Arrows 

¶ Screen cursor navigation - Arrows (Shift off) 

¶ Copy ς CTRL Press + CTRL Long Press -> C from popup 

¶ PFn > 12 ς Shift key + PFn key 

¶ Plugin select ς Menu icon 

¶ Keyboard setup ς Menu icon long press 

 

Using Keyboard Themes 

 
New Modern Keyboard support two basic color themes: dark and lite. Also, custom color theme is 

available through Keyboard Preferences. 






















