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Introduction

GreenScreensMobile is set of features and applications to enable us&odfen Screen$erminal
with Android basedievices

Thereare two options available:

1 Mobile application for Android with Barcode Scanner -aahd
1 Web browser access with support floeyboard lesslevices like MS Windows / Linux Tablets

Both versions supporthe same touch gesturesAdditionally mobile applicabn support optical
barcode scannemsession resurrect modand modernizationfeature.

NOTE Mobile application is free of charge, however in some licensing optibasges might apply
for GreenScreens Barcode Scanraeid-on.

Mobile Application Features

Full SSL support including client certificate
Custom 5250 terminal virtual keyboard
Barcode scanner with dynantiecognitionbox
Macro recording & playing

Modernization Ul integration

OTP TokeAuthorization

Portrait andlandscape orientation

Printing integration with POS Ready integration
Reduced rendering for small factor screens
Signon configuration save

Session recovery

Terminal pinch zoom and dynamic scaling
Text Viever with paging

Themes support

Virtual printer wih TXT & PDF drivers

= =8 =4 =4 -4 4 - -8 -8 - —f - - oa o

NOTEClient SSL is supported on Android 5 (Lollipop) and newer.
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Quick Start

To useGreen Screen$erminalAndroid device must be connected to the wireless or mobile network
and to have an access to tHareen ScreenfRemote Terminal ServiceAccess to IBM must be
configured atGreen Screen3erminal Proxy Servicefor mobile application to be able tastablidh
terminal session

Terminal Keyboard

After installingGreen Screen$erminal Androidapplication new Android Virtual Keyboargecomes
available in systersettings This is custom tailored virtual keyboard to support special 5250 terminal
keys.

Terminalkeyboard activation

5250 leyboard has to be enabled #&ndroid Settings> Language & InputAfter enablingkeyboard,
start Green Screens TerminaRAndroid application and switch to 5250 terminal keyboard by long
pressing space baconfig key or key with three dat§his action will show up keyboard selection
window.

NOTE Some virtual keyboards use other keys to popup keyboard selection.

1. Go to S#ings-> Language & Keyboard, press Current keyboard then Choose Keyboards

alll 100% @ 13:20

alll 100% ‘=m] 13:15 aill 100% ) 13:20
< Language & keyboard Q < Language & keyboard
Language (EVRORRD & INPUT METHODS
English (Croatia) HTC Sense Input Fo

Keyboard options
OFF
OFF
KEYBOARD & INPUT METHODS

Change keyboard

Current Keyboard o English (US) Google K?yb\oard Fo
5250 Terminal Keyboard Google Keyboard English (US), Croatian

Croatian Google voice typin
HTC Sense mput O Google Keyboard 9 yping ’ON

Keyboard options Automatic

@ HTC Sense Input
5250 Terminal Keyboard HTC Sense Input

CHOOSE KEYBOARDS

Google Keyboard
English (US), Croatian

Google voice typing
Automatic

SPEECH

Voice input
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1. Enable 520 keyboard, return battlen pressCurrent keyboard and choose 5250 Keyboard

< Language & keyboard

KEYBOARD & INPUT METHODS

HTC Sense Input Fon

Keyboard options

5250 Terminal Keyboard Fon Change keyboard

Google Keyboard ’L‘IN @ 5250 Terminal Keyboard

English (US), Croatian O English (US)

i X Google Keyboard
Google voice typing Fon

Automatic

O Croatian
Google Keyboard

O HTC Sense Input
HTC Sense Input

CHOOSE KEYBOARDS

Support for RTlanguages

Terminal 5250 Keyboard supports multiple languages. To support RTL language, select for example
EN and IW input language in keyboard setup option tderaswipe gestureon spacebar to switch
language and keyboard layout.

When switching to RTL languagrirsor in current terminal field will automatically switch to RTL
input mode. Swiping back toNElanguagefor example, field cursor will switch back to LTR input
mode.

Terminalkeyboard options

By clicking or“ key popup with options will show up.eBect 5250 keyboard options to enter
keyboard configuration.

Keyboard support 3 color schemes:

i1 Dark
91 Light
1 Transparent
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Service Setup

GreenScreens Termindflobile connects througlGreenScreens TermindProxyServiceand thus
requiresURL address @reenScreens TermindProxyService.

To configure remote service, tap on configuration icon at upper right corner on login soresm
configuration icon on bottomOpenGeneral Settings> Service AddressAfter entering proper URL
addres application is ready for use.

NOTE IPvélink-localaddresds not supported(starts with fe80::)
NOTEIPv6 format is http://[IP_V6_ADDRESS]:PORT
There arehree ways to configure remote service URL:

1 Manual entry aRemote terminal service URiption
9 Auto configuration by auto discover on local network. (will be started orliRifis not set)

9 Auto configuration by scanning generated 2D barcode

GENERAL OPTIONS

Access D

Unique access |D provided by administrator

Configuration ID
Remote Configuration ID

Service Address
Terminal Service URL

Enable error reporting

Automatic error reparting

Enable Vibrate .

Application vibration notification

SSL Certificate Validation

Unvalidated certificate notification
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Printing setup

To print from Android devices, Printer Service plugin must be instaBeéen Screens Terminal
Mobile haveallist of the most important printer producers through OptierBrinter page.

As a default us#opria Print Servicavhich is product of Mopria Alliance for generic printing support
in Android devices.

NOTE:Use specific printer service for your printer manufactumly if Mopria Service does not
support your printer

NOTETo print to POS, especially Bluetooth and {I8E5 connected printers use one of POS printing
solutions combined with TXT printer driveand Share as Datar Share as Fileption.

NOTETo print toZEBRANstall Zebre PrintConecet mobile application.

NOTE:When HPT driver is used for printingPT Diver Codepagemust be set to the same
ASCII/ANSI code page set by *WSCST object on IBM | system.

(mee 0= dopess 13 | TR wx B il 64% 35 11:23

PRINT OPTIONS .
X 5250 Terminal
HPT Driver Codepage

File codepage

You need a Print Service Plugin installed & enabled to print.
Enable RTL preprocessing

1B HILIBALE0: outou sS4 Vopria Print Service

mopra

Enable BDO preprocessin
Remove RTL BDO flags to fix output

HP Print Service Plugin

Printing services

D ES

Brother Print Service Plugin ¥

Canon Print Service "

EPSON Epson Print Enabler ¥
S——

ﬁ Konica Minolta Print Service Plugin $

Kyocera Print Service Plugin "
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Main Screen

This isthe first screen available when application starBcreen contains two tabdist of saved
connection configuratios and list of OTP User Tokens for access verificatinst tab has two
designs for better fitting to user preference and device compatibility.

1 To start terminal, tap on one of configuratio(@ registeredOTR2 & 0
I Toadd new configuration press orange circle button
9 To edit configuration use long pressediticon.
1 To remove configuratiog trash can icon
1 ToremoveOTR slide configuration gently to the left until pink background shows
1 To switchbetweentabs, press tab icon or swipe lafght on empty area
o o 08 00% =0 12:29 FELT-] O 100100% (=0 12:29 FELE-] O 100100% (=0 12:29
[E] CREEMSCREENS : [E] GREEM SCREENS 1 [E GREEN SCREEWS
[t : [ =
MODERNIZATION GuI 039 289 4
DEMONSTRATION UUID : DEMD = greenscreens.io
- _ _ .
& B &
prn MODERNIZATION
> ® o o > DEMONSTRATION
TERMINAL
DEMONSTRATION
TERMINAL
& El E :Z-II.:.TC-\ISTRAIIE.N N
> ] 2 o

1 1o 1o

Bottom screen contains toolbar with icons to access application ssttiiaycode scanner and
applicationusage online manual.

Barcode scanner (camera icon) support three barcode data types:

1 PDF41% contains encrypted URL to access 5&5tninals
1 QRCode WTMA for web terminal authentication through mobile configuration
1 QRCODE OTeéto register OTP token to application
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Connection configuration

To login, nmimum required parameters are:

1 UUID- user identification number
1 Host Name virtual name ofiBM lhost configured aGreenScreens TermindProxy ®rvice

By entering username and password, application will initiate byp@geon procedure with secured
password exchange

If SSL is not usei,is recommendedo use bypass sirgn featureas it will initiate5250 password
exchange protection protocol.

In order to enable bypassign on remote system SYSVAL *QRMTSIGN have to be set to *VERIFY
Applicationwill try to start printer session for printing spool fildrinter name(OUTQ)s defined

NOTEPrintermight be unavailable based on misconfiguration at the server, alreadyhysadother
sessionor previousprinter session is not terminated properly due to connection logs.last case,
use web admin page to terminate stalled printer session.

NOTEClient SSL is supported on Android 5 (Lollipop) and newer.

TELEZ ¥ T 85 M 08:56 TELEZ % MT L B5% I 08:56 TELEZ % W 85% 0 09:56

< EGHEENSCREENS &« EGHEENSCREENS s EGHEENSCREENS

GEMERAL DEVICE OTHER GENERAL DEVICE OTHER GENERAL DEVICE OTHER
uuiD Display Narme

Host Name Printer Mame Menu

User Narne Printer Driver Library

POF Driver

Code Page

Pasaword
(T N “
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OTP Configuration

OTP feature is OTP verification tokgenerator usedo access OTP protected online resourc@sP
verification is supported for browsers and mobile application

1 Web Terminat if terminal is used from browser and protected by OTP, new prompt will pop
up asking for token code. Enter generated OTP code matching UUID, Host and User to access
web terminal.

1 Mobile Terminak when configuration is protected by OTP ahdUID, Host and User are
saved in configuration, mobile app will search for matching registered OTP token and
automatically add verification code without user intervention.

Pressorangebutton to add new OTP tokeand ®lect option from the listToken can be added by
scanning generated OTP @®DE or by manual entry.

NOTE If mobile application does not have OTP for connection, popup box will show up to enter OTP
from another device.

NOTE For manual entry UUID, Host, User and Token are mandftag

TELEZ % E T a 85% ) 03:56
&« E GREENSCREENS
OTP Token Entry

[11¥]]o]

Host Mame
Select action User Name
Camera Scan
Manual Entry Account

Register Token

Token
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Biometric Security

Latest Green Screens Senaard mobile applicatiorreleasesupports biometric controllechccess
with help of mobile biometric features as fingerprint soan or security keys as Google Titan and
Yubico Yuley devices.

This technology is more advanced security feature wiaicts asreplacement for OTPBiometric
device (smartphone)or security key has to be registered the server Once registexd, mobile
device will ask for biometriconfirmationbefore accessing terminakssion

Requirements

Android 7 or newer
HTTPS protocol is mandatory for service address
DNS domain name instead of IP address is mandatory for service address

Smartphone mushave access to the Internet
(FIDO2 specification for Android to verifyrsigg application)

=A =4 =4 =

Register Biometric device

To register device with biometric security access verification, select Key icon from main configuration
list or go tothe OTP tab andlick Plus button and select Biometric registration. Application will open
registration form.

& [E] GREEN SCREENS

Biometric

uuip

0

Host Name

DEMO

Select action User Name

Camera Scan ToMm

Select action Password

Manual Entry

Biometric

Register Token
Action

oTP Register Biometric

Register

CONTINUE

Fill all datathen select action and click continte start registration process
NOTE Every uuid/host/user has to be registered on the servebfometric access validation.

NOTE Biometric features will be unavailable dflder server versions usedwithout biometric
support.
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By pessingContinue button, mobile applicationwill request unique keyrom the server. Received
data must be signed withbiometric device. Android will ask for device typeaafingerprint, ora
security key usually accessible through NFC, USB or BT.

When authenticator (fingerprint in this exampla¥ selected popup box will show up asking to
confirm action by swiping finger over fingerprint scanner.

After successful confirmation, signed data is returned to the servénadizeregistration process.

Or
Choose how to use your Security
Key

Security Keys work with Bluetooth, NFC, and USB. Choose
how you want to use your key.

* Use Security Key with Bluetoath

Use Security Key with NFC
v Use Security Key with USB

@  Use Security Key with Fingerprint

Verify your identity

Confirm your fingerprint so 5250 Terminal
«can verify it's you.

Q

Touch sensor

Verify your identity

Confirm your fingerprint so 5250 Terminal
can verify it's you.

Fingerprint recognized

Cancel Use screen lock

Authorize with biometric device

Before terminal ession is allowedsmartphone wilaskfor biometric confirmation. Follow on screen
instructions to activate biometric scan.

NOTE If multiple devicesare registeredas a smartphonefingerprint or asecurity key Android OS

gAft | folea ledtitatoF Saddrity kep villbé dsedlfodziliif local authenticator is not
registered.

NOTE OTP will be ignored configuration has OTP asrequired security feature and biometric

authentication is activated. As soon as biometric authentication isctiedsed, OTP will become
active automatically.
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Using Terminal

After selecting configuratiomt main login screen, user will be redirected to the terminal which will
connect tothe IBM Imachine through ouGreenScreenslerminal ProxyService

As IBM 5250 terminal is specific and have keys that are not available at mobile andiévicds we
have provided different Ul options to create as best as possible user experience.

Screen Options

As many touch devices like tablets have orientation sensor, automatic orientation might not be
always the best option so we provide feature to Ieckeen orientation in order to prevent constant
screen image rotation.

Option to lock the screen rotation is available at left slide mé&rashow options menu,wipe from
the left to the right

Touch Gestures

To enable as best as possible usgperience on touch devicegSreen Screens Terminasupport
some very usable gestures. Heralsst of all available options.

To show options menu:

1 One finger swipe rightshow left sidebar with options (B GREEN SCREENS

To use terminal scroll (page up/down): SWITCH KEYBAR

i . - . HOTSPOTS
1 One fingerswipe down- initiate Page Down on subfil

screen LOCK ROTATE
1 One fingerswipe up- initiate Page Up on subfile screen SPLIT SCREEN
To popup 5250 terminal keyboard: MACRO RECORD
1 Two fingers swipe up on terminal screen BARCODE

1 Long press on terminal screen
1 Use notification bar on the top right corneo show
keyboard options EEEUEOAD

FILE DOWNLOAD

PRINTER

SPOOL TEMPLATE

SWITCH THEME

ABOUT
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Virtual printer

Our mobile terminal supports printing spool files ¥arious formats After releasing report from
OUTQ atBM | watch atGreenScreens Termindottom right corner for printing status.

Report will be downloaded to the deviceshen Green Screens Termindroxy Serviceprocess
received spool fileThis is mostly asynchronous process, time to receive spool depends on server
load.

To start / stop printer sessioswipe to the right to open left sidebar and prd2snter button.

9 If there is no current printer session popup will show with entry field to enter printer name.

9 If printer session already exists, prompt to disconnect printer will show up.

[W]GREENSCREENS [M)GREENSCREENS [BJGREENSCREENS

Enter printer device name!

Enter printer device name!
Enter printer device name! F

PRTDEMO
PRTDEMO

PRTDEMO|

POF Driver

Preview

PDF Driver

Text Driver

JSX Driver

HPT Driver

PDF Driver

Preview

Print as file

Print as data

Share as file

Share as data

I Select one of available drivers for SCS spool files
1 Select printing mode

t NAYyiAy3 Y2RS &4StSOGA2y RSLISYyRa 2y LINAYGSN aSNE
raster mode. Mostly suitable for PDF, imageHdMLo | & SR LINA y ( de isdof W gxid of I & ¢ 2
spool data. Mostly suitable for TXAZPLlor HPT drivers. Some POS printer drivers requires data to be

sent as fi¢ and some as text content.

2 KSy dzaAy13
share printing datavith.

G{KINBE la¢z h{ gAff &aK2z2g | LhdftoA OF GA2Y

NOTE:

In order to print from OUTQ, remote printer writer must be configuredBa¥! Iserver and PRINTER
and OUTQ must be linked to the remote writer. For more information, please refer to IBM manual.

If page breaks are not correct this is due to printer configuratiotBd Iside. In order to control
proper paging report line overflow nsti be configured. This requires custom WSCST configuration
object to be set on OUTQ. For more information, please refer to IBM manual.
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Zebra Printer Support

Green Screens Mobilapplication has a support for printing to Zebra printers through ZPL driver.
Before printing it is advisable to set printer propertiedhich can be found in printer technical
specification. ZPL driver will auto adjust font size and positioning basedwuidgul values.

NOTE: Default settings will be usédalues are note set.
Printing to ZEBRA printer is possible in multiple ways:

9 ZPL Drivemfeferred)
1 TXT Driver
1 HPT

ZPL Driver (preferred )

Install ZebraPrintConnectmobile app (can be found o8ettings-> Printing Preferences> Printer
Service$. This is oftial app for printing to Zebra Printers. Use it to link printer to mobile device.
Green Screens Mobilapplication will detect ifPrinterConrect is used and automatically forward
spools printedhrough ZPL driver tBrinterGnnectfor printing.

ZPL Driver has 3 automatic modes of operation:

1 Standard spool will be formatted to UTF8 with ZPL commands for printing.
i Standard spool with ZPL commands included in spooll be converted to UTF8
1 *ASCII spools which contains PDF veéltbnverted to image and print aimage

In a case when printer does not support LtB'encoding or some charactesige not printed properly
one canuse Raster Modewhich will convert SCS Spoolda image for ZPL printing. This mode is
slower but it will enable to prininsupportedcharactersand wide spools with auto fitting to paper.
Please note, print quality might be l@mwhen printingtext in raster mode.

NOTEWhen printing *USERASCII (WBF data)aster modewill be usedby default

TEXT Driver

It is almost identical to ZPL Driver. Only difference is that ZPL codes will not be added to spool files
and data will be printed in Zebra line printer mode.

HPT Driver

Host Print Transform similar to TEXDriver except data will be converted on IBM to ASCII/ANSI
code page. Use HPT Codepage option in application settings to set default ANSI code page to the
same value for proper printinSCST object has to contain specific ZPI commands.
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Options

To change ZPL printer options, gd3ettings-> Printing Options

= =2 =4 =4 =N

POS Raster Modgprint SCS spool as an image

Printer DPK, printing density in dots or DP6,(8, 12, 24 are supportgd

Printer Width¢ maximum paper width in inches

Printer LP{ line spacing in dot®ptional)

Printer Raster Compregdor ZPL images use Z64 compression (disable if not supported)

Example: If printer is 8dots/mm, to create space of 4mm use 32dots. (8*4=32)
Example: If printer is 203DPI, to create space of 4me(203/25,4) *4 32

NOTE: DPI = dots * 25,4, dots = DPI/25,4

¥ s.00

PRINT OPTIONS

HPT Driver Codepage
File codepage

Enable RTL preprocessing
Rotate RTL text to fix output

Enable BDO preprocessing
Remove RTL BEDO flags 1o fix output

Printing services
Install printing services

POS Raster Mode

Print spool as image

Printer DPI
POS printer density in dots (default 8)

Printer LPI

POS printer line spacing in dots (default 0)

Printer Width

POS printer width in inches (default 4)

d O O
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File transfers

Fle downloadand uploadieaturesare available from I slide in menu.

I Tap on DOWNLOAD option to show
download popup. Enter username,
password and remote server file in IBM
IFS filesystem Forexample, Download file
/tmp/save.savf.

M) GREENSCREENS

By clicking OK button, request will be
sent to Green Screens Server. When fil
is prepared for downloadypplication

will be notified and download will start
automatically.

CANCEL 0K

I Tap on UPLOAD option which will trigg:
system file selection. Upon selection,
popup window will show up asking for
username, password, target directory ir Upload file
IBM | IFS file system.

EGREE_NS__CREENS

Backup-codes-ceo.txt

CANCEL OK
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Using keyboard

Android does not have full keyboard layout as standard computer. Someirkpgstant for 5250
terminalsare missing. Mostly those are Fn keys, Field Exit, Reset, Page Up/Down. Because of that
shortcoming we implemented custom virtual keysd with 5250 required keys. Still, someers

wantto use default Android keyboard and being able to work with 5250 terminal. Thus, we enabled
couple of options for user best preference.

Use standard keyboard with 52%@y-bar

Use standard keyboard wittwitched enter key

Use application provided virtual keyboard

Use popup window with 5250 keys (Volume Key access)
Use USB/ Bluetooth attached keyboard or docking pad

o~ wNPE

Enablekey-bar

When in terminal session, slide in frattme right edge of the screen to open sidebar menu. Enable
G{ o AKigybde 2 LJG A 2y (ikeybadr &n2tap inppertpait or on the left side in landscape
mode.

SWITCH KEYBAR
HOTSPOTS
LOCK ROTATE
SPLIT SCREEN
MACRO RECORD
BARCODE

FILE DOWNLOAD
FILE UPLOAD
PRINTER

SPOOL TEMPLATE
SWITCH THEME
SETTINGS

ABOUT
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Switch Enter key

. @& RSTFrdA (> &ayli@NKCRSE ROSKAGE puHpn FdzyOlAzyod ¢
32 G2 YS@o02INR {SGiAay3aa FyR SyrotS awSOSNERS CASt

TELE2 0= Il 87% 51 08:26

Input languages
Slide finger on spacebar to change language

Key feedback settings
Configure key sound, vibrate, preview popup etc.

Long-press duration
400 ms

Popup mini-keyboard contents
Add shifted: 3 - #%,e = é

Reverse field exit and enter keys
Yes, reverse enter to field exit

Split screen mode
No, use float mode

Theme and label settings
Configure theming and label display
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Enable 5250 virtual keyboard

Our mobile applicatiorhas two5250 virtualkeyboard (legacy andhodern). They mustbe enabled
in Androidsettings Go toKeyboard Settings -> Manage Keyboardsand enable5250 Terminal
Keyboard

NOTE In Android, there is no keyboard per application. If 5250 virtual keyboard will be used only for
terminal app, switching betweedifferent keyboards are mandatory. Depending on Andrdat,
some devices it is long press on space barpther devices there will be keyboard icon irthe
bottom right corner.

KEYBOARD OPTIONS Available virtual keyboards

Manage keyboards . SwiftKey Keyboard

Input languages

5250 Terminal Keyboard

Keyboard preferences @_

Keyboard detection

@ Google voice typing
elect between 100-500. Default 25

Volume Up Key

Select keyboa tion

Volume Down Ke
lect keyboard action
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Using Modern Keyboard

New Modern Keyboard is optimized for small screen devices. It is generic Latin keyboard with
alternative layout for one of supported languages: Arabic, Greek, Hebrew. Select alternative
language irkeyboard preferences and switch by pressing Globe icdreghoard.

Keyboard support Enter as 5250 Enter or Fietd action depending on shift state. There is an option
in Keyboard settings to reverse Enténter Shiftaction. When enabled, Enter Key will be Figldt
and Shift Enteikkey combination will be 380 Enter action.

Special Fn layout is available by pressing three dots in bottom of keyboard. This layout enables usage
of function keys in Android and Alt/Ctrl key combinations for various 5250 actions.

Available actions:

Attention ¢ ATT key

System Reaest¢ Shift + ATT

Screen Reset (Unlocg)RST key

Screen seleat Shift + Arrows

Screen cursor navigaticrArrows (Shift off)

Copyc CTRL Press + CTRL Long Pré&3drom popup
PFn > 12 Shift key + PFn key

Plugin select Menu icon

Keyboard setugg Menu icon long press

= =4 =4 =4 -4 4 -4 -4

Using Keyboard Themes

New Modern Keyboard support two basic color themes: dark and lite. Also, custom color theme is
available through Keyboard Preferences.
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